Nie and Wang Journal of Inequalities and Applications (2017) 2017:9 ® Journal of Inequalities and Applications

DOI 10.1186/513660-016-1280-0

a SpringerOpen Journal

RESEARCH Open Access

CrossMark

Perturbation of convex risk minimization
and its application in differential private
learning algorithms

Weilin Nie and Cheng Wang’

“Correspondence:
wangch@hzu.edu.cn

Huizhou University, Huizhou, PR.
China

@ Springer

Abstract

Convex risk minimization is a commonly used setting in learning theory. In this paper,
we firstly give a perturbation analysis for such algorithms, and then we apply this
result to differential private learning algorithms. Our analysis needs the objective
functions to be strongly convex. This leads to an extension of our previous analysis to
the non-differentiable loss functions, when constructing differential private
algorithms. Finally, an error analysis is then provided to show the selection for the
parameters.
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1 Introduction
In learning theory, convex optimization is one of the powerful tools in analysis and al-
gorithm designs, which is especially used for empirical risk minimization (ERM) (Vapnik
1998 [1]). When running on a sensitive data set, algorithms may leak private information.
This has motivated the notion of differential privacy (Dwork et al. 2006, 2016 [2, 3]).

For the sample space Z, denote the Hamming distance between two sample sets
{zq,22} € Z™ as

d(zy,22) =#i=1,...,m:z1; #20,},

i.e., there is only one element that is different. Then e-differential privacy is defined as
follows.

Definition 1 A random algorithm A : Z" — H is e-differential private if for every two
data sets z1, z, satisfying d(z1,z2) =1, and every set O € Range(A(zq)) N Range(A(zz)), we
have

Pr{A(z1) € O} < e - Pr{A(z2) € O}.

Throughout the paper, we assume € < 1 for meaningful privacy guaranties. The relax-
ation (¢, §)-differential privacy is also interesting and has been studied in some recent lit-
erature. However, it is out of our scope and we will just focus on the e-differential privacy
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throughout the paper. Extension of our results to (¢, §)-differential privacy or concentrated
differential privacy [3] may be studied in future work.

A mechanism obtains differential privacy usually by adding a perturbation term to an
original definite output (Dwork et al. 2006 [4]), i.e., the so-called Laplacian mechanism.
McSherry and Talwar 2007 [5] proposed the exponential mechanism, which chooses an
output based on its utility function. Indeed, the two mechanisms are related, and both
of them are dependent with some kinds of sensitivity of the original definite output. We
refer to Dwork 2008 [6] and Ji et al. 2014 [7] for a general idea of the differential private
algorithms and applications.

A line of work, beginning with Chaudhuri et al. 2011 [8], introduced the output per-
turbation and objective perturbation algorithm to obtain differential privacy for the ERM
algorithms. This is following [9-13], etc. However, most of the literature needs a differen-
tiable loss function, sometimes a double-differentiable condition is required (see [8] for
detail analysis). This limits the application for the algorithms, such as ERM algorithms
with hinge loss (SVM) or pinball loss ([14]), and it motivates our work.

On the other hand, sensitivity in a differential private algorithm, which can be consid-
ered as the perturbation for the ERM algorithms, or the stability, has been studied in Bous-
quet and Elisseeff 2002 [15] and Shalev-Shwartz et al. 2010 [16] in the classical learning
theory setting. More recently, the relationship between the stability and differential pri-
vacy has been revealed in Wang et al. 2015 [17].

The main contribution of this paper is to present a different perturbation analysis for
the ERM algorithms, in which the condition is just in having convex loss functions and
strongly convex regularization terms. Thus the output perturbation mechanisms can still
be valid directly in SVM or other non-differentiable loss cases. Besides, an error analysis
is conducted, from which we find a choice for the parameter € to balance the privacy and

generalization ability.

2 Perturbation analysis for ERM algorithms
In this section we consider the general regularized ERM algorithms. Let X be a compact
metric space, and output Y C R, where |y| <M for some M > 0. (We refer to Cucker and
Smale 2002 [18] and Cucker and Zhou 2007 [19] for more details as regards this learning
theory setting.) A function f, 4 : X — Y is obtained via some algorithm A based on the
sample z = {z;}"", = {(x;,9:)},, which is drawn according to a distribution function p on
the sample space Z := X x Y. Furthermore, we assume there is a marginal distribution px
on X and a conditional distribution p(y|x) on Y given some x.

Firstly we introduce our notations which will be used in the following statements and

analysis. Let the loss function L(f (x), y) be positive and convex for the first variable. Denote

£(f) = / L(FG),) dp,

m

&) = - D L))

i=1

Without loss of generality, we set Z = {z1,23, . ..,2Zs-1,Zw}, Which replaces the last element

of z, and z- = {z1,23,...,2,,-1} as a sample set deleting the last element of z. Then similar
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notations can be given:
1 m-1
= ; (ZL(f(xl)’yl) + L(f(icm)r}_’m)) »
i=1

m-1
&E(f) = ﬁ ZL(f(xi),yi)-
i-1

Denote (Hg, | - |x) as the reproducing kernel Hilbert space (RKHS) on X, i.e., Hg :=
span{K(x, -),x € X}, where K : X x X — R is a Mercer kernel. Let K,(y) = K(x,y) for any
%,y € X, and k = sup, ,cx \/K(x—,y) Then the reproducing property tells us that f(x) =
(f, Ki)x. Now a typical regularized ERM algorithm can be stated as

fa= arg min — ZL(f x;) yl + AQ(f). 1)

feHx m

Here A > 0 is the regularization parameter and Q(f) is a y -strongly (y > 0) convex function
with respect to the K norm, i.e., for any f;,f> € Hx and ¢ € [0,1],

Qth + (1-0)f) < Q) + (1 - HQAA) - gt(l —Olfi —foll2

This definition of being strongly convex is taken from Sridharan 2008 [20], where the
authors derived some kind of uniform convergence under the strongly convex assumption.
It has been widely used in the subsequent literature such as [8, 12, 16, 17], etc. By denoting

7 =arg min &(f) + AQ(f),
fo= arg min E4(f) + 29f)

fo- = argfrEn?l{rIl< E-(f) + AQ(f),

we have the following result.

Theorem 1 Let f, and f; be defined as above. Q is y -strongly convex and L is convex w.r.t.
the first variable. Assume there is a B > 0 such that AQ(fs) < B and |L(fs(x),y)| < B for any
SeZ" meNand (x,y) € Z. Then we have

16B
Ve —fallc <\ -——
rym’

Proof We will prove the result in three steps.
(1) For any S € Z™ and fs from (1),

&) - ()] < 22,
m

It is obvious from the definition above that

1 2B
|gz(f5) _gi(f5)| = Z|L(fs(xm)’ym) _L(](S(;Cm)xymﬂ = Z
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(2) The minimization of the two objective functions are close, i.e.,

(€5 +29200) - (Eatf) + 2005) | = 2.

From the notations above, we have

&) + AQf-) = E,(f) + AQf),

Y L{fo(x),30) + AmQf,-)

i=1

Z (f(x:),3i) + AmQ(fy)
i=1

m— m-1

ZL(f(xl)yl)+A<m DQf) = Y L(f-(x:), 3:) + Am = 1)QAf,).
i=1

i=1
A similar analysis for f; can be given as follows:

m—

Z (fo= ), %i) + L(fo-Bn), ym) + AmQ(fy-)

i=1

22 (f(x, , Vi +L(f (Xm), ym) + amQAfz)

m-1

ZL(f(x,)yl )+ Mm =1)Qf) = Y L(f-(i), yi) + Am = Q).
i=1

i=1

Note that Y _""; L(f,(x:), y;) + amQ(f,) is indeed m(&,(f,) + AQ2(f;)), and the two lower bounds
above is the same, we have

Im[(E:(£) + A2(£)) - (&(f) +22(5)) ]|
< max{L(fo-(m), ym) + AQ2(F-)s L(fo-Gom)s Im) + 1Q(f5-) }.

We can deduce that

(&) + AQ(f) - (&) + AQ(f))| < @

(3) Now we can prove our main result. Since 2 is y -strongly convex, and L(f(x),y) is
convex w.r.t. the first argument, which leads to the convexity of &,(f), for any 0 < £ < 1, it
follows that

Eulfa) + AQf)
<&(tfh + A-0)f) + AQ2(ty + 1 - 1))
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<t&(fz) + (L -0)E,(f) + )\|:tQ(fz) +(1-0)Q(f) - gt(l -z —fi||?<]
= M) +1QU)) + (- D(EMD +2205) - L0~ DI~

L) +1205) + =06 + 1208 + 22 ) = 2101 il

m

%)t(szgfz) +2Q(f) + - 1) (51(;;) + Q) + %) - %/t(l I TAAT

- 1B
=&(f) + 2Q(f,) + % - %”t(l— O —fall%

Therefore,
Ayt 4B
— We-fillk=—-

Simply taking ¢ = 5 we have

168
I =fallk <>
Aym

which proves our result. d

Now let us make a brief remark about this result. In our theorem, only convexity for
the loss function and y -strongly convexity for 2 are assumed. The assumption AQ(fs) <
B is trivial for algorithms such as general SVM or coefficient regularization [21], since
Es(fs) + AQ(fs) is the minimum value. The advantage of this result is that most of our
learning algorithms satisfy this condition, especially including hinge loss for SVM and
pinball loss for quantile regression. Perturbation, or stability analysis has already been
performed in [15, 16]. There the authors proposed quite a few stability definitions, which
is mainly used for classical generalization analysis. References [10, 22] also studied the
differential private learning algorithms with different kernels and Lipschitz losses, with
a regularization term of square norm. A similar result to theirs with our notations is as

follows.

Theorem 2 Let f,, f;, fo- be defined as above. Assume |L(t1,y) — L(t2,y)| < CL|t; — to| for

any t, ty, y and some Cy > 0, then we have

2k C
W —fillc < —=.

rym

Proof From the convexity of the loss function and regularization term, we have, for any
feHrand0<t<1,

Ef) + Q) < E(tf, + A - 0)f) + AQ(tf, + (1 - t)f)
<t&(f) + 1= DE(f) + k[tﬂ(fz) +(1-0)Q(f) - gt(l -lf —leli}
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This leads to

(-0l +19205) = A= D(EN) + 19() ~ "L - DI ~fl

EAR) + 1905 < E1) + 190) ~ "Ll £l

Let ¢ tend to 1, we have

EAR)+ 1905) < E4)+ 2900~ " IF £l

for any f € Hg. Similarly, we also have

Ef) + 1905) < E4) + 290~ " IF £l

for any f € Hx. Therefore,

A
Elf) +12UF) = &) + 1920%) - s il
Ay 9
&lfa) + AQ(f) = &(fa) + 2Q0fe) ~ —- I —fallic-
By adding the two equations we have

M —fllE < (Eh) - ER) + (E:(H)E:())

= (L)~ L) 3n)) + (L) ) ~ L) )

2C,
<= filloo-
m

From the fact that ||f||oc = sup,cx [f (*¥)| < sup,cx{f, Ki)x < k||f |k for any f € Hx we have

ZKCL
)Lym’

Iz —fallk =

and the theorem is proved. O

Though the condition for the latter result is stronger than the first one, we will still apply
this to the analysis below, as the bound is sharper and most of the loss functions satisfy
the Lipschitz condition above.

3 Differential private learning algorithms

In this section, we will describe the general differential private learning algorithms based
on an output perturbation method. Perturbation ERM algorithms give a random output
by adding a random perturbation term on the above deterministic output. That is,

Saz=fa+ b, (2)
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where f, is derived from (1). To determine the distribution of b, we firstly recall the sensi-
tivity, introduced in Dwork 2006 [2], in our settings.

Definition 2 We denote Af as the maximum infinite norm of difference between the
outputs when changing one sample point in z. Let z and z be defined as in the previous

section, and f; and f; be derived from (1) accordingly, we can see that
Af ‘=sup ”fZ _fi”oc~

Then a similar result to [2] is the following.

Lemma 1 Assume Af is bounded by B > 0, and b has a density function proportional to
exp{—;‘—?}, then algorithm (2) provides e-differential privacy.

Proof For all possible output function r, and z, z differ in last element,

Pr{fz’A :r} :Pr{b:r_ﬁ} aexp(_é']"—fﬂ)
b BA

and
Prifya=r}=Pr{b=r-f;} exp<_€|’7—fz|>'
b B

So by the triangle inequality,

elfz—fzl
Pr{fya=r} <Pr{fza=r} xe Ba <ePr{fya=r}

Then the lemma is proved by a union bound. O

Combining this with the result in the previous section, we can choose the noise term b
as follows.

Proposition 1 Assume the conditions in Theorem 1 hold, and b takes value in (—00, +00),
22CL thon the algorithm (2)

Ayme’

Ayme|b|
«2Cp,

we choose the density of b to be é exp(— ), Where o =

provides e-differential privacy.

Proof Since from the previous section we have

Wz —fallx <

for any z and z differing in the last sample point. Then from the reproducing property,

2K2CL
Afy=sup |lfy = fallo < :
z,Z )\.)/Wl

2
2; L in the last lemma. O
ym

The proposition is proved by substitute By =
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4 Error analysis
In this section, we conduct the error analysis for the general differential private ERM al-
gorithm (2). We denote

, =argmin E(f) = argmin/L(f(x),y) dp
f foJz

as our goal function. In the following in this section, we always assume the Lipshitz con-
tinuous condition for the loss function, i.e. |L(¢,y) — L(£2,¥)| < Cr |t — t2| for any &, £, y

and some C; > 0. Now let us introduce our error decomposition,

Efn) = E(fp) < Efzn) — E(fp) + AQ(f)
<o) = Elfo) + Eulfrn) = Eu(f) + Eu(fy) + A1) = E(fy)
< &(fy,4) = Elfe,A) + Eulfn) = Eu(fe) + E(F) + AQ(f) = £(F))
<Ri+Ry+S+D(), 3)

where f; is a function in H to be determined and

Rl = g(fz,.A) - gz(fz,A)’ RZ = gz(fz,.A) - gz(fz))
S=&K)-EF), D) =Ef)-E(f,) + AQf).

Here R; and R, involve the function f, 4 from random algorithm (2) so we call them
random errors. S and D()) are similar to the classical ones in the literature in learning
theory and are called sample error and approximation error. In the following we will study

these errors, respectively.

4.1 Concentration inequality and error bounds for random errors

To bound the first random error, we need a concentration inequality. Dwork et al. 2015
[23] have proposed such an inequality under their differential private setting. Soon Bassily
et al. 2015 [13] gave a different proof for the concentration inequality, which enlightens our

error analysis.
Theorem 3 If an algorithm A provides €-differential privacy, and outputs a positive func-

tion g, A : Z — R with bounded expectation E, Ai > 8A(zi) < G some G > 0, where

the expectation is taken over the sample and the output of the random algorithm. Then

1 m
]Ez - Z, il — Z d <2G
,A(m > uate) - [ gatd p> :

i=1 z

and

1 m
Ez.A ( / G2 dp - — Zgz,A(Zi)) < 2Ge.
VA m

i=1
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Proof Denote the sample sets w; = {zl,zg,...,zj_l,z;,zj+1,...,zm} for j € {1,2,...,m}. We

observe that

1 m
E,a (; Zgz,A(zi))
i=1

1
= E Z E,EA (gZ,A(Zi))

i=1
1 m +00 1 m +00 .

m < :
= i=1

1 " 1 m
=ef ; ZEWtEZi]EA (gw,',A(Zi)) =¢f E Z EwaEzi (gwi,A(Zi))

i=1 i=1
9 N0y PACTITIES 39y FRCY
=e — wi, A w, A\Z)ap =¢e — z,A 2, A\Z) AP
= Zg mia Zg
=eEpu f &A@)dp.
Z

Then

m(% >l - [ dp)

i=1

= (1 - eig)Ez,A (% Zgz,.A(zi)) <2Ge.

i=1

On the other hand,

E, A / &,A(Z)dp
VA
1 m
- BEA [ ga@ds
m3 Z

1 & 1 &
=N B Eu [ gua@dp=— EwEa | gu,a(z)doz
—2 Eu A/Zg pA@dp =~ (B, A/Zg »A(z) dp(z)

i=1 i=1
+00
0

1 & Lo
= Z ;EwiEZ[EA(gwihA(zi)) = ; ;EZEZI// I;{{gwi,A(zi) > t} dr
1< . +00
=m ;E’Eée /0 Prig, a(z) = t}dt

€ 1 . € 1 3
—e Z ZEZEA(gz,A(Zi)) =e EZ’AE Zgz,.A(Zi)'

i=1 i=1
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This leads to

E ( /Z g.a(@)dp - % Zgz,.A(Zz’))

i=1

1 m
= (e6 - 1)Ez,AZ Zgz,A(zj) <2Ge.

i=1
These verify our results. O

Remark1 In [23] and [13], the authors restrict the function to take values in [0,1] or {0,1}
for their special use, our result here extends the result to the function taking values in R*.

This makes our following error analysis implementable.

Since y is bounded by M > 0 throughout our paper, it is reasonable to assume that
&(0) = %ZZIL(O,)/,») < By for some By > 0 depending just on M. Then we apply this
concentration inequality to the random error R;.

Proposition 2 Let f, 4 be obtained from algorithm (2). Assume &,(0) < By for some con-
stant Bg > 0. We have

]EZ,.ARI =E 4 (g(fz,.A) - gz(fZ,A)) =< 2Be + ZEEZ,AR2;
where B = 2(By + 12(0)) is a constant independent of m.
Proof Let g, 4(2) = L(f;, (%), y), which is always positive. Note that

1 & 1 &
Eza (E Z&,A(%‘)) =— ZEZ,AL(ﬂ,A(xi):yi) =E,ARa + Ega&(f2)
i=1 i=1

m 4
and
Efe) < E.(f) + A(fz) < £.(0) + AQ2(0) < By + 1£2(0),

we have

1
]Ez,.A (; Zgz,A(Zi)> =< EZ,ARZ + BO + )‘Q(O)

i=1

By applying the concentration inequality for the given g, 4 we can prove the result with
constant B = 2(By + A2(0)). O

For the random error R, we have the following estimation.

Proposition 3 For the function f, A obtained from algorithm (2), we have

KZCL
]EZ,ARZ = IEz,.A (5z(fz,.A) - gz(fz)) < .
Lyme
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Proof Note that

\L(foa:),3i) = L(fo(x:), 1) | < Clfa (i) = foloxi)| = Crlbl.

Therefore,

E,aR>=E ( > [L(fa), ) L(f,(x»,yi)])

i-1
KZCL
Ayme’

< EzaCLIb| = CLEy|b| =

This verifies our bound. O

4.2 Error estimate for the other error terms

For the sample error and approximation error, we choose f; to be some function in Hx
close to f,, which satisfies |L(f; (x),y)| < B, for some B, > 0. Explicit expressions of f;, and
B, will be presented in the next section, with respect to different algorithms. To bound
the sample error, we should recall the Hoeftding inequality [24].

Lemma 2 Let & be a random variable on a probability space Z satisfying |E(z) —EE| < E
for some E > 0 for almost all z € Z. Denote 0% = 0*(£), then, for any t > 0,

p 1 & <9 mt>
T —_— €X _ .
m e =29 Tom

D E@)-EE=t
Now we have the following proposition.

Proposition 4 Let L(f,(x),y) < B, for any (x,y) € Z, we have

227B,

E,aS <
AO = NG

Proof Since

1 m
S- /Z Lf.@.9) dp - %jL(fA(xi),yi),

we apply the Hoeffding inequality to &(z) = —L(f; (x), ). Note that |§ — E£| < 2B, and

me?
>¢& SZCXP —8? .

Therefore

L(ﬁ (x),y d,o——ZL(fx (x:),7i)

E, 1S <E,|S| = / Pr{|S| > t} dt
0 z

+oo 2 24/27B
5/ 2exp{ m2}dt i 2t
0 8B Jm

and the proposition is proved. d
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Let us turn to the approximation error D(1). It is difficult to give the upper bound for

the abstract approximation error. So we use the natural assumption on D(1), which is
D(3) < cpr’, (4)

for some 0 < 8 <1and cg > 0. This assumption is trivial in concrete algorithms; see [25—
27], etc.

4.3 Total error bound

Now we can deduce our total error by combining all the error bounds above.

Theorem 4 Let f, 4 defined as (2), f, defined as above. Assume E,(0) < By, |L(f,(x),y)| <
B, and (4) hold. By choosing € = 1/x/Am and ). = m™F*D we have

2 251
By a(E(f,a) = E(f,)) < (230 +29(0) + 3"ycL + cﬁ) <i> o

m

Proof By substituting the upper bounds above in the error decomposition (3), we have

(1+2€)x*C.  24/27B,
+ +
Ayme vm

Era(E(fn) - E(f))) < 2(Bo + 12(0))e + cprb.

Take € = 1/+/Am and A = m~"?#*D for balance, then the result is proved. O

Here we present a general convergence result for the general differential private ERM
learning algorithms. In this theorem, we provide a choice for the parameters ¢ and 2,
under some conditions above, which leads to a learning rate m~#/?#*1 with fixed Band y.
However, in an explicit algorithm B and y may depend on X and the learning rate will vary
accordingly. We cannot go further without a specific description of the algorithms, which
will be studied in the next section.

5 Applications

In this section, we will apply our results to several frequently used learning algorithms.
First of all, let us take a look at the assumptions as regards f,,. Denote the integral operator
Licas Lif(8) = [ f(*)K (x,t) dpx(x). Itis well known that [18] || Lk || < «*. Thenf, € Li(L2)
for some r > 0 is often used in learning theory literature. When r = 1/2, it is the same as
fo € Hi [18]. It is natural if we consider L(m (f(x)),y) < L(f(x),y) for any function f and

(%,y) € Z, which means 7 (f(x)) is more close than f(x) to y in some sense, as |y| < M. Here

M, f(x)>M,
7 (f() = 1 f(x), M <f(x) <M,
-M, f(x)<-M.

Then [, (7 (f,(x)),y)dp < [,,(f,(x),y)dp, i.e., |f,(x)| <M always holds. So without loss of
generality, we also assume ||f, [|c <M.



Nie and Wang Journal of Inequalities and Applications (2017) 2017:9 Page 13 of 16

5.1 Differential private least squares regularization

Our first example is the differential private least squares regularization algorithm,
1 m
Is . 2 2
= ar mln—z X)) —yi) +A R
fz ng?'lK - (f( l) yl) Hf“](
and perturbation

1 1
oA =ty + bis.

Such an algorithm has been studied in our previous work [28]. Now we will try to apply
the above analysis. Firstly we can verify that Q(f) = ||f||% is 2-strongly convex, i.e., ¥ = 2 in
our settings. Since &, (f¥) + A[|f"]|% < £,(0) + 0 < M? with |y| < M, we have |f5|x < %,
which leads to ”leS”oo = % for any z € Z™. Therefore though the least square loss is not
Lipschitz continuous, it satisfies

L(FE @), 9) - L(FE (). ) |
= (@) -9)" - (f5 ) - )]

40+ 750 -] - [ g0 < 2

7 OBV

forany S;,S, € Z™. Sowe set Cp, = %\/"{1)

2
é exp{—%b'} with o = MgT(y';zl), which makes the algorithm provide e-differential privacy.

in Proposition 1. Then b;s has a density function

A generalization analysis for this algorithm can also be found in [28]. What we shall
mention here is that direct use of our error bound in the previous section leads to an

unsatisfactory learning rate, since C; tends to co when m — co. However, note that
2 2
(oa () = 30)" = (fisCi) = 30) ™ = 2b (£, (i) — 1) + b
foranyi=1,2,...,m, then

2M2 i (i +1)?
A3m2e?

By a(Ea(fion) = () = Enb =
\X/henf/fs € Ly (L2 ), let fi = (Lx + A)™'Lkf,, we have B, = 4M?, and (4) holds with 8 =

2
min{1,2r} in Theorem 4 [29]. Then by choosing € = 1/(Am%) and A = (1/m)3B+D, we can

derive an error bound in the form of
1 1 ~ _28
By a(E(fia) = E(£F)) < C1/m)3ED

for some C independent with 7, from the total error bound in the last section. We omit

the detail complex analysis here.
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5.2 Differential private SVM
The second example is differential private SVM. We describe the SVM algorithm as in
[19], i.e., when Y = {-1,+1},

m

fi' = arg min - LS - ), ¢ 21
i=1

and perturbation
h_A :,fzh + bh’

where the hinge loss L;,(f(x),y) = (1-yf(x)), = max{0,1-yf(x)} is used in the ERM setting.
Then the output classifier is sgn(fz}f 1)

Firstly we consider the differential privacy of this algorithm. Note that |a, —b,| < |a - D|
for any a4, b € R, by the discussion, we have

L(A®),) - L(6®).)| = |(1-2AW), - (1-36M),| < ik -L®)|.

Then C; =1 and y = 2 in Proposition 1. Therefore b, here has a density function

1/ exp{—M} with o = % In this case, we have, for any possible output set O,

Pr{f!, e O} <ePr{fy, € 0},
where z differs from z in one element. Then, for any possible classifier g defined on X,
{sgn(fh )=g} <€ Pr{sgn(fh ) =g}
This verifies the e-differential privacy of the algorithm.

Now let us turn to the error analysis. When hinge loss is applied in the ERM setting,
Theorem 14 of [30] reveals the comparison theorem, that is, denote R(f) = Pr(y # f(x)) =

Jx Pr(y #f(%)|x) dpx, then
R(f) = R(f) < \J2(E() - €()))
for any measurable function f. Here
f[f‘ = argmin/ (1-3f), do
foJz
Assume fh e L} (L2 ), for some r > 0 and f; is the Bayes classifier, i.e.,

1, Pr(y=1}x) > Pr(y = -1|x),
Selx) =
-1, Pr(y=1}x) < Pr(y = -1|x).

Then

Eua(R(f4) - RUAD) < /2E0 a(E(110) - £(12).
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Still we choose stepping-stone function f; = (Lx + )J)‘ILKfph, which leads to ||fi|loc <M
and B, = (M + 1)%. Reference [31] shows that D(1) < A™""1} 50 we can follow the choice

for € and X in Theorem 4 with 8 = min{r, 1} to get the learning rate as

B
- (1) 2D
Bal®ltln) -2) <¢(5:) "
where C is a constant independent of 1.

6 Results and conclusions
In this paper, we present two results in the analysis of the differential private convex risk
minimization algorithms.

The first one is the perturbation results for general convex risk minimization algorithms.
We studied two cases of the general algorithms. The second one is applied in the following
analysis, as it leads to a sharper upper bound of the error between two outputs differ in
1 sample point. However, the first one is more relaxed, without Lipschitz continuity of
the loss function. Based on such perturbation results we obtain a choice for the random
terms of the differential private algorithms, i.e., Proposition 1. This gives us a theoretical
and practical construction of differential private algorithms.

An error analysis is the second contribution of this paper. The analysis relies on the
concentration inequality in the setting of differential privacy. After conducting a differ-
ent error decomposition using the above concentration inequality, we provide an upper
bound or learning rate of the expected generalization error. In this result we find a selec-
tion of the parameter of differential privacy € and the regularization parameter A, both
of which depend on the sample size m. Since smaller € always means more effective pri-
vacy protection, this indicates that generalized algorithms must not be too much privacy
protected.

In [8], the authors proposed that the learning rate can be % under the strong assumption
on the loss function and with regularization term % |lf1I%. However, the differential private
parameter e is fixed there. In this paper we obtain a learning rate % with weak conditions
on the loss function and r > % when choosing appropriate parameters € and A. As we
pointed out above, € should not be too small to derive convergent algorithms. In fact, for
a fixed €, we as well can deduce a learning rate of % (with a slightly different form); see [28]

for a detailed analysis.
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